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About Dietmar. o
ORACLE
Dipl.-Inform. Dietmar Aust, Freelance Consultant ACE Alumni
* Master's Degree in Computer Science (MSCS)
Building Oracle based Web Applications since 1997 ke e

 Portal, Forms, Reports, OWA Toolkit, now APEX!

1997-2000: Consultant at Oracle Germany

Since 09/2000: Freelance Consultant, Since 2006 — APEX only!

Oracle

Application Express

Author of the JasperReportsintegration toolkit
* http://www.opal-consulting.de/tools

2015 Database Developer of the year in the ORDS category




About Dietmar O

e QOracle ACE from 2012 — 2019

* http://dietmaraust.com/quitting-the-oracle-ace-program-

&

explained

ORACLE
ACE

Quitting the Oracle ACE
program - explained
4 Comments / May 18, 2019

Read more >

* Contributing to the Oracle / APEX community from 2006 ...
20507



Agenda

Covering new features from 17.4 to 19.1
* PreHook

* mod plsgl migration support

 REST enabled SQL

 Database REST API

* Smaller features

* Changed, deprecated and removed



Version information in lower left corner

e \WWhen was that new feature introduced?

PreHook )

A PreHook implements a pl/sql handler BEFORE a RESTful call
is processed

Use Cases:

* Set up user/roles with pl/sql (like APEX authentication
schemes) and not in the application server

* Implement VPD requirements for RESTful handlers

I ORDS 18.3 I




PreHook



PreHook O

A PreHook implements a pl/sgl handler BEFORE a RESTful call
IS processed

Authenticating users (first party authentication) had challenges
previously:
* Had to be done at the application server level

— too complicated for many developers

— different implementation for each application server
(Tomcat / Weblogic / Glassfish)

ORDS 18.3




PreHook

Major Use Cases:
* Set up user/roles with pl/sqgl and not in the application server

— APEX authentication schemes are easy to implement with pl/sql

* |Implement VPD requirements for RESTful handlers

— Collection and collection item queries without vpd context =>
empty result set

* Autorest enabled objects can access the user identity
(:current user) in a trigger

ORDS 18.3



PreHook

1. Configuration in ORDS / defaults.xml:

<entry key="procedure.rest.preHook">myPLSQLFunction</entry>

— Defined on connection pool level for all REST enabled schemas
in that database

2. Create plsqgl function

FUNCTION ords prehook RETURN BOOLEAN

— Must be executable by all REST enabled schemas or globally
— Exception Handler is REALLY IMPORTANT
— May affect performance, is called before EVERY request.

ORDS 18.3




PreHook - Flow of events

2. Call preHook()

—
2. Call prefiook)
—

3. Return (yes/no),
headers X-ORDS-USER
X-ORDS-USER_ROLES

—
4. Call RESTful service()
—
_5.DB returns JDBC Results _

Oracle
REST

—
1. /ords/<RESTful URI>

6. Return JSON / CSV

4. Call RESTful service()

ORDS Runs in WLS,

Tomcat container 5. DB returns JDBC Results

Oracle DB

ORDS 18.3



CREATE OR REPLACE FUNCTION ordstest.ords prehook]RETURN BOOLEAN|IS

1 proc VARCHAR2(100) := 'ords _prehook (globa ;
1l user VARCHAR2(50) := 'dietmar.aust.prehook’;
BEGIN

-- Custom authentication and authorization

-- set up a very simple user/role - hardcoded
-- should come from user table

owa util.status 1line(2006, 'OK', false);

htp.prn('X-ORDS-HOOK-USER: ' || 1 user);

htp.prn( ' X-ORDS-HOOK-ROLES: ° 'Rolel,Role2,Role3");

-- set up session context information
-- similar to a VPD context

dbms_session.set_identifier( 1_user );

EXCEPTION

[ RETURN true;} sys_context( 'userenv', 'client identifier')

WHEN OTHERS THEN
-- THIS IS IMPORTANT !!! Else ORDS might not return
-- once an error occured.
xlog(p module => 1 proc, p_msg => sqlerrm);
RETURN false;

END;
ORDS 18.3




PreHook - Flow of events

2. Call preHook()

Oracle
=1l

3. Return (yes/no),
headers X-ORDS-USER
X-ORDS-USER_ROLES

1. /ords/<RESTful URI>

—
1 /ords/<RESTful URI>
—
6. ReturnJSON/CSV___

Data
Services

-

6. Return JSON / CSV

4. Call RESTful service(

ORDS Runs in WLS,

Tomcat container 5. DB returns JDBC Results

Oracle DB

Uses IDENTICAL session

from connection pool

= Detect the call context
=> parsing schema,
=> URI, http headers, basic auth, ...

ORDS 18.3



PreHook — Detecting the call context

http://localhost:80809/ords/rest/ordstest/opal/nf/vl H

xlog(p_module_ = D_MSE 2 orehook; parsing schema:’

1[5y content userens,carrent_user™3)
xlog(p_mod . || owa util.get cgi env('SCRIPT NAME'));
xlog(p module => 1 _ proc, p msg => 'PATH_ INFO " ||| owa util.get cgi env('PATH INFO'));
xlog(p _module => 1 proc, p msg => 'QUERY STRING: '| || owa util.get cgi env('QUERY STRING'));

it LOG_ID |4} LOG_MODULE L LOG_MSG

3340 ords_prehook (global)(QUERY STRING: x=1
3339 ords _prehook (global) PATH INFO: /user-info

3338 ords prehook (global) SCRIPT NAME: /ords/rest/ordstest/opal/nf/vl
3337 ords_prehook (global) execute ords prehook; parsing schema m

ORDS 18.3



PreHook — Different Handlers per Schema =

* |Implementing different handlers per REST enabled schema?

1. Use different connection pools and URLs for each REST
enabled schema

2. Different PL/SQL functions per ORDS enabled schema

* Globally executable prehook function with public synonym

e Different local function (with identical name) in each schema
leveraging Oracle name resolution

3. Single global function with different code based on call
context (parsing schema, module, etc.)

ORDS 18.3




PreHook — Integration with Active Directory o

* Leveraging SSO Header integration with Active Directory

— https://www.edocr.com/v/lvlrvxvx/nielsdebruijn/Single-Sign-
On-for-Oracle-Application-Express-APEX

1] Laviot * Basic ldea: Connect Web Server /
Application Server to Active Directory
SINGLE SIGN-ON and set http header variable
 noxensenos >oU_USER

ORDS 18.3



PreHook — Integration with Active Directory

* |mplementation in PreHook

— works across application servers!

create or replace function ords prehook return boolean

1s
begin
owa util.status 1line(200, 'OK', FALSE);:
return true;
EXCEPTION
WHEN OTHERS THEN
-- THIS IS IMPORTANT !!! Else ORDS might not return once an error occured.
RETURN false;
END;

ORDS 18.3



mod plsql Migration Support



mod_plsql Desupport

* Deprecated since Oracle HTTP Server (OHS) 12.1.3
Removed in Oracle HTTP Server 12c version 12.2.1

Oracle Fusion Middleware Releases

Release

9IAS R2 (9.0.2)

9iAS R2 (9.0.3)

Application Server 10g (9.0.4)

Application Server 10gR2 (10.1.2.x) *
Content Management SDK 10gR2 (9.0.4.2.x)
Content Database 10gR2 (10.2.x)

Fusion Middleware 10gR3 (10.1.3x) **
Fusion Middleware 11gR1 (11.1.1.x) ***

Portal 11gR1, Forms 11gR1, Reports 11gR1 and Discoverer
11gR1 (11.1.1.x) ****

Forms and Reports 11gR2 (11.1.2.x)

Fusion Middleware 12¢ (12.1.x) *****

Fusion Middleware 12¢ (12.2.x) ******

GA Date

Apr 2002
Oct2002

Dec 2003

Jan - Oct 2005
Jan - Oct 2005
Jan - Oct 2005
See below
See below

Jun 2009

Oct2011

Dec 2011 -
Feb 2015

0ct2015 -
Apr 2016

Premier

Support Ends

Jul 2005
Jul 2005
Dec 2006
Dec 2011
Dec 2013
Dec 2013
See below

See below

Jun 2014

Dec 2016

Aug 2022

Extended
Support Ends

Not Available
Not Available
Dec 2008
Not Available
Not Available
Not Available
See below

See below

Jun 2017

Dec 2018

Dec 2019

Aug 2025

Sustaining
Support Ends

Jul 2008
Jul 2008
Dec 2009
Indefinite
Indefinite
Indefinite
See below
See below

Indefinite

Indefinite

Indefinite

Indefinite




mod plsql Migration Support 20

* New features added to Oracle ORDS to ease 1:1 migration
from mod plsql

* Upuntill7.4

— some features were not supported (mainly authentication
choices),

— some had to be rewritten (e.g. file upload)



HTTP Basic authentication with DB user/pwd

Using database accounts (username / password) to
authenticate PL/SQL gateway calls.

In mod plsql the username/pwd was empty

<Location /pls/plsgl>

metHandler pls handler

PlsglDatabaselsername

PlsglDatabasePassword
</ Location>

PlsgliuthenticationMode Basic

]

Authentifizierung erforderlich

0 http://daustZ.opal-consulting.de verlangt einen Benutzernamen und ein Passwort, Ausgabe der
Website: "plsql[@5at, 04 May 2019 13:25:03]"

Benutzername: I

Passwort: |

| QK I Abbrechen

/plsqgl/logmeoff to deauthenticate

ORDS 18.1




HTTP Basic authentication with DB user/pwd

Setup in ORDS

1. Create a dummy user which has no execute privileges on
anything (or use APEX PUBLIC USER for example)

2. Create a plsgl connection pool with this user
3. Define jdbc.auth.enabled in plsql connection pool

<properties>
<comment>Saved on Fri Apr 12 10:52:47 CEST 2019</comment>

<entry key="db.password">@058A4EEODA652E95D5BCA4AOB55895AF3B</entry>
<entry key="db.servicename">XE</entry>

<entry key="db.username"pAPEX PUBLIC USER«

try key="jdbc.auth.enabled">true</entry>
</properties>

ORDS 18.1




HTTP Basic authentication with DB user/pwd 2

* When calling a public procedure ) 4

Oracle Application Express

— http://vm1/ords/basic dyn auth/apex login

— It will just proceed and you will not be prompted

* Calling a private procedure will trigger the
challenge

. - @ e
http://vm1/ords/basic dyn auth/ oo s0n0 g e

opal demo ords.user info s

— Then enter db user / pwd for the session

ORDS 18.1



HTTP Basic authentication with DB user/pwd

Important Constraints
 User MUST NOT be REST-enabled

 User MUST NOT have execute privileges on the target
procedure

Restrictions

* Logout (/pls/logmeoft)is not supported, browser must
be closed

* An additional roundtrip for login required (connection pool
cannot be used), might affect initial performance

ORDS 18.1




Custom Authentication 25

Custom authentication was used in mod plsqgl applications to
authenticate users dynamically against user tables

* Can use basic authentication or login form

 The authorize() function is called for every request
Implementation in ORDS

* Add setting to connection pool

<entry key="security.requestAuthenticationFunction">
custom auth authorize simple</entry>

ORDS 18.3



PL/SQL Gateway support for custom authentication %

7 L A Bl T s m e T SR e A PR R LR AR A L EL hal . I A NI T T Mmsee

FUNCTION custom_auth_authorize simple|RETURN BOOLEAN|IS | @  Autnendcationreaurea

http://localhost:8080 is requesting your username and

l_i S_S U C C e S S 'FU 1 BOO L EAN : - 'Fa 1 S e ; password. The site says: “Oracle REST Data Services”

BEGIN UseiiName:

-- che ' or is authenticated

IF [( owa.user id IS NULL )| THEN —

-- Case wnere no username is present (first time from this client?)
-- Basic challenge 1s issued by mod owa in OWS-compatible mode

ELS

~1s successtul := true;
END IF;
END IF;

RETURN 1 is successful;

END;

ORDS 18.3




Per Request validation

Caching of the request validation function can be
disabled. The function limits which public
procedures can be called.

<entry key="security.requestValidationFunction">
wwv_flow epg include modules.authorize</entry>

— By default the function result is cached
(assumption: list of allowed procs is fixed)

— Provide means to disable caching of PL/SQL
Gateway procedure validation

e Customers use IP Addresses, User info and
headers to authorize each request

<entry key="security.maxEntries">0</entry>

ORDS 18.3

Z

3

select * from WWV_FLOW_LSNR_ENTRY_POINTS;

AV

[ Query Result *

g

EL ) B sQL | All Rows Fetched: 29 in 0.009 seconds

it NAME

1 WS
2 f

3 wwv_flow.show

4 wwv_flow.ajax

5 wwv_flow.accept

6 apex_application.show

7 apex_application.ajax

8 apex_application.accept
g apex_util.flash2

10 apex_util.get blob

11 apex_util.get blob file
12 htmldb _util.flash2

13 htmldb_util.get blob

14 htmldb_util.get blob file

15 apex_rest.getreport

16 apex_rest.getservicedescription

17 wwv_flow rest.getreport

18 wwv_flow rest.getservicedescription
19 wwv_flow utilities.gen popup list

20 wwv_flow utilities.get theme file




REST enabled SQL



REST enabled SQL (25

REST enabled SQL provides access to the SQL engine via HTTPS

Use Cases

— Run sgl statements on the cloud via https (no sqlnet / jdbc
access)

— Alternative to JDBC / ODBC connectivity and/or database links

— ,, Three-tier” APEX applications where the data tables /
procedures don‘t have to reside in APEX DB.

ORDS 17.4




REST enabled SQL — mechanics

Http POST the statement(s) and get

the result in JSON

HTTP/1.1
Authorization: Basic b3Jkc3RLlc3Q6b3JhY2x1IMQ==
Cookie: ORA _WWV USER 63117451966518=0RA_WwWV-

ou_Yqgvg_TrMkhjd2tQUAgNK1
Host: vml:8080
Connection: close

GCDHTTPRequest
Content-Length: 21

select user from dual

User-Agent: Paw/2.3.4 (Macintosh; 0S X/10.14.3)

ORDS 1/.4

Ilenvll: {
"defaultTimeZone": "Europe/Berlin”
by
"items": |
{
"statementId”: 1,
"statementType': "query",
"statementPos'": {
"startLine": 1,
"endLine": 2

Fi
"statementText': "sele = om dual”,
esultSet": {
"metadata": |

{

"columnName": "USER",
"jsonColumnName": "user",

"columnTypeName': "VARCHAR2",
"precision": 30,

"scale": 0,

"isNullable”: 1

"items": |
{
slSerT s RS TES T

}

"hasMore'': false,
"limit": 10000,

"offset': 0,
gisd o{0 | || § | eimea- g |




REST enabled SQL — mechanics

. { "statementText":"SELECT sysdate FROM dual;"ﬂ

14
2 "statementText":"begin :mybindl := :mybind2 + 1; :mybind3 := :mybind4 +2
3 binds":[ {"name":"mybindl","data type":"NUMBER", "mode":"out"},
4 {"name": "mybind2","data type":"NUMBER", "value":7} ,
5 {"name" : "mybind3","data type":"NUMBER", "mode":"out"} ,
6 {"name" : "mybind4", "data type":"NUMBER", "value":8}
Jj
8|}
Q

4]/ §

5 CREATE OR REPLACE TYPE ADHOC VARRAY VARCYHARZ AS VARRAY(3) OF Vi

6 /

/ CREATE OR REPLACE PROCEDURE ADHOC PROC SIMPLE

3 AS

Y BEGIN

10 dbms output.put line('Inside ADHOC PROC SIMPLE using DBMS OUTI

11 END;

I 12/




REST enabled SQL — Setup in ORDS

1. Add entry to connection pool

<entry key="restEnabledSqgl.active">true</entry>

2. (optional) Limit max number of rows (default: 500)
<entry key="misc.pagination.maxRows">1500</entry>
3. REST enable all accessible schemas
4. Access schemas with URL:
https://server:port/ords/<schema alias> sqgl

ORDS 17.4



REST enabled SQL - Authentication

* First party authentication
— ORDS credentials file, grant role ,,SQL Developer”

java -jar ords.war user SQLDEV "SQL Developer”

— Authentication in Appserver, grant role ,SQL Developer”
— => access to ALL REST enabled schemas

e OAuth 2 Client Credentials
— Grant role ,,SQL Developer”

* Schema authentication (user/password for DB schema)
— Role ,,SQL Developer” will be assighed automatically

ORDS 17.4




REST enabled SQL — Getting Started 24

e Documentation:

— https://docs.oracle.com/en/database/oracle/oracle-rest-data-
services/18.4/aelig/rest-enabled-sqgl-service.html|

e Commands: SQL, PL/SQL, SQLPIlus, SQLcl commands

— https://docs.oracle.com/en/database/oracle/oracle-rest-data-

services/18.4/aelig/rest-enabled-sql-service.htmI#GUID-
AE7F4291-02B1-4608-B5B2-F783A15D8AEB

— No commands to access host or network

ORDS 17.4



REST enabled SQL

Server http://localhost:8080/ords/sql_enabled/

"env": {
"defaultTimeZone": "Europe/Berlin"

Y
"items": [

{

Username ordstest

Sample application by

Schema ordstest .
"endLine": 1

: : $
12 }I
Content Type application/sql - 13 “statementText": "SELECT sysdate FROM dual",

“statementId": 1,

“statementType": "query",

“statementPos": {
"startLine": 1,

"resultSet”: {
"“metadata": [

Examples | text_simple_query {

"columnName": “"SYSDATE",

' . "JsonColumnName”: "sysdate”,
1 BSELECT sysdate text_smple_query "columnTypeName"“: "DATE",
. . "precision”: 0,
json_simple_query vscale": 0,
text ddl "isNullable": 1
I I I text_dmi -
{
teXLJNSQI "sysdate”: "2019-05-05T08:06:172"
dPP- or-rest-enabled- ext_sclpls .
"hasMore": false,
teXt—SQICI “limit": 10000,
"offset”: 0,
"count®: 1
Run » ?’ i .
response”:
“result": 0

Curl Example JQuery SQLcl

$.ajax({ type: "POST",
url: "http://localhost:8080/ords/sql enabled/ordstest/ /sql",
data: "SELECT sysdate FROM dual;",

beforeSend: function( xhr ) {

O r d S r e S t - S I xhr.setRequestHeader( 'Content-Type', application/sql);
xhr.setRequestHeader( "Authorization"”, "Basic " + btoa(ordstest + ":" + oraclel));

xhr .setRequestHeader ( "Access-Control-Allow-Origin", "*");

}

ORDS 17.4
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Database REST API

RESTful APl for administering the Oracle Database.
Supports versions 11gR2 through 19c.

Use Cases

* Yet another interface for managing your environments and
automating things in a DevOps world using cURL, REST, and
JSON

ORDS 19.1



Database REST API

Tasks

© Data Dictionary I
© Fleet Patching and Provisioning

© General

© Monitoring

© Performance

© Pluggable Database Lifecycle
Management

Currently mostly GETs

POST / DELETE only for

— Creating datapump
jobs

— Pluggable DB lifecycle
management

— Fleet patching

ORDS 19.1

Get a specific index
Get a specific object
Get a specific table
Get a synonym

Get all arguments for
functions and procedures

Get all database links
Get all database objects
Get all foreign keys

Get all functions

Get all indexes

Get all materialized view
logs

Get all object types

Get all partitions in the
database

Get all procedures defined
in package

Get all synonyms in the
database

Get all table columns
Get all tables

Get an argument

Get a specific table

GET
/database/objects/tables/{owner},{table_name}

Describes a specific table in the database using DBA_TABLES view.

Request

< 2

Jump to »

Supported Media Types

application/json

Path Parameters

owner: string

table_name: string

Response

Back to Top

Supported Media Types

application/json

All tables in the database.




Database REST APl — Setup in database

1. Create DBA user

create user dbadmin ...;
grant dba to dbadmin;

grant PDB DBA to dbadmin; -- for >= 12c

2. REST enable DBA user

ORDS ADMIN.ENABLE SCHEMA(p schema => 'DBADMIN',
p url mapping pattern => |['dbadmin');

ORDS 19.1



Database REST APl — Setup in ORDS

1. Add entry to connection pool

<entry key="database.api.enabled">true</entry>

2. (optional) Enable database authentication if using DB
Schema authentication (username / pwd)

<entry key="jdbc.auth.enabled”>true</entry>
or

<entry key="restEnabledSql.active">true</entry>

ORDS 19.1



Database REST API - Authentication

* First party authentication
— ORDS credentials file, grant role ,,SQL Administrator”

java -jar ords.war user DBADMIN "SQL Administrator”

— Authentication in Appserver, grant role ,.SQL Administrator”

® eA' a -‘ a¥YaVala -

* Schema authentication (user/password for DB schema)

— Role ,,SQL Administrator” will be assigned automatically

ORDS 19.1



Database REST APl — URLs

Base URL for the API (e.g. sample dba user dbadmin)
— https://server:port/ordd/dbadmin/ /db-apif19.1.0/

or
— https://server:port/ords/dbadmin/ /db-apiflatest/

Use query filter in URL

— https://server:port/ords/dbadmin/ /db-api/latest/database
objects/indexes/1q={"Seq":{"table owner":"MDSYS"}}

ORDS 19.1



Database REST APl — Documentation ORDS Database API T2

A Database Management and Monitoring REST APl embedded into Oracle REST Data
Services. The behaviour and response structure of these services are dictated by the
database instance used at runtime. Please refer to Oracle Database Documentation
° https://docs.oracle.com/en/database/oracle/oracle-database/index.html for more detailed

O p e n A P I 3 . O d O C u m e n t a t I O n information on the particular version of Oracle Database used. Please also refer to Oracle

REST Data Services product documentation to gain a full understanding of the REST
capabilities provided. This includes, but is not limited to, resource security, connection
pooling, pagination and data filtering.

* https://server:port/ords/dbadmin/ ... "

/db-api/latest/metadata-catalog/ ' '

openapl.|son

http://vm1:8080/ords/dbadmin/_/db-api/latest/ - There may be more than one server URL

* Copy / paste to
https://editor.swagger.io

General v

/database/components/ Get all database components

/database/components/{comp id} Geta database component

/database Get a description of all local listeners for this
/connections/ database

/database/connections
/{host_name}, {port},
{service_name}

Get a description of a specifc
local listeners for this database

/database/datapump/export Create an export data pump job

ORDS 19.1




Database REST API — Getting Started o

e Jeff Smith
— https://www.thatjeffsmith.com/archive/2019/04/introducing-

the-database-management-rest-api-for-your-oracle-database/

e Oracle Documentation

Search for .. Q Home / Database / Oracle / Oracle REST Data Services

< Help Center Home Oracle REST Data Services

Oracle Database Oracle REST Data Services is a Java Enterprise Edition (Java EE) based data
service that provides enhanced security, file caching features, and RESTful

Related Products Web Services. Oracle REST Data Services also increases flexibility through
support for deployment in standalone mode, as well as using servers like
Oracle WeblLogic Server and Apache Tomcat.

Oracle REST Data Services

Oracle REST Data Services Releases

Oracle SQL Developer

ORDS 19.1

Oracle REST Data Services 19.1 ¥

Learn About Oracle REST Data Services

Get Started




Smaller Features




Internal Http-Header Name Change

Header Name Change, X-APEX* Headers deprecated

— Internal headers not visible to the client ... just between
database and midtier

— Moving forward, ORDS supports Oracle RDBMS independent
of APEX installation

Implementation
— X1APEX+STATUS-CODE => XtORDS1{STATUS-CODE
— X1APEX+FORWARD => XtORDS 1FORWARD

ORDS 18.3




New implicit variables o

New implicit variables have been added to simplify coding of
RESTful handlers.

— Variables
:status code => Header X-ORDS-STATUS-CODE
:forward location => Header X-ORDS-FORWARD
:body text => 1mplicit CLOB like :body

ORDS 18.3



New implicit variables o

SQL Worksheet Parameters Details

8l + X

Name Rind Paramete Source Type Data Type
X-ORDS-STATUS-CODE HTTP HEADER INTEGER
X-ORDS-FORWARD forward_location HTTP HEADER STRING

begin
INSERT INTO dept ( deptno, dname, loc ) VALUES ( :deptno, :dname, :loc );

- Created

:status _code := 201;

exception

when dup val on index
then
:status _code := 403;
htp.p('{"errorCode": 403, "errorMsg": "duplicate value"}');

when others then
:status _code := 500;
htp.p('{"errorCode": '||sqlcode||', "errorMsg":

ORDS 18.3

| Isqlerrm|]|""}");




New implicit variables o

In @ POST handler you could access the body of the post as a
BLOB

-- posting an 1mage blob and 1inserting 1t
-- 1nto a table

insert into images( image blob ) values|( :body );

-- posting a JSON object using the Blob (:bod

apex_json.parse( p _source => wwv_flow utilities.blob to clob( :body )
-- posting a JSON object using the CLOB without conversion
apex_json.parse( p_source =>|:body text |);

ORDS 18.3



New implicit variables O

Getting started

— https://docs.oracle.com/en/database/oracle/oracle-rest-data-
services/18.4/aelig/implicit-parameters.html

— https://www.thatjeffsmith.com/archive/2018/10/x-ords-

forward-ords-response-forward-to-another-resource/

ORDS 18.3



Dispatch PL/SQL Gateway calls via ORDS PUBLIC USER @

BUG:29197220 - Dispatch PL/SQL Gateway calls via
ORDS PUBLIC USER to minimize number of pools required

ORDS 19.2

(safe-harbor)

Previously: separate pools

apex public user

apex listener

apex rest public user
ords public user

>=19.2 (presumably): unified pool

— ords_public_user

Transparent proxy connect to
apex public user

ords 3.0 » ords > ords > conf

Name

- apexxml
- apex_alxml
7 apex_puxm|

7\ apex_rt.xml

Fat

ords 3.0 » ords » ords » conf

P
Name

7 apex_pu.xml




Dispatch PL/SQL Gateway calls via ORDS PUBLIC USER ©

Setup in ORDS

1. Add to connection pool (apex pu.xml) or defaults.xml
<entry key="plsqgl.gateway.enabled">true</entry>

2. Delete all connection pools but apex pu.xml (>=19.2 the
wizards will change and not create the other pools any
more)

ORDS 19.2

(safe-harbor)



Changes



JDK Runtime Requirement

* Runtime environment
— Java 8 (JDK) is a requirement (>= ORDS 17.4)
— Java 9 (JDK) is supported (>= ORDS 18.1)

* Supported for alllJava 9 certified AppServers



Deprecated Features

e 174
— Deprecation of Glassfish Support

 18.1

— Removal of NoSQL support

— Parameter apex.docTable deprecated
* =>jnstead use owa.docTable

{t NAME {t MIME_TYPE |} DOC_SIZE |} DAD_CHARSET |} LAST_UPDATED |} CONTENT_TYPE |[BLOB_CONTENT
1 F1575545968/Greenshot 2019-04-04 17.47.09.png image/png 06.04.19 (BLOB)
2 F1375320796/0aa9d20a-4132-4ed4a-9bf2-bedec7b5995b. jpeg image/jpeg 07.04.19 (BLOB)

3 F888894427/Greenshot 2019-05-02 16.46.07.png image/png 188449 UTF-8 04.05.19 BLOB (BLOB)

* Empty columns fixed in 19.1




Deprecated Features

¢ 18.4

— Deprecation of Apache FOP PDF Support
 Will be removed in 19.2.0

* Future versions of Oracle Application Express will move to a
new mechanism to generate PDF resources.



Deprecated Features

¢ 18.4

— Deprecation of URI Template Syntax for ORDS Based REST
Services (e.g /employees)
* Will be removed in 19.4.0
* => Use more expressive newer syntax:

* (e.g /employees

* https://docs.oracle.com/en/database/oracle/oracle-rest-data-
services/18.3/ordjv/doc-files/route-patterns.html




Deprecated Features

¢ 18.4

— Deprecation of Regular Expression based URL Mappings
 Will be removed in 19.4.0

* Support for defining URL mappings using using regular
expressions is deprecated:

java -jar ords.war map-url

* Use --type base-path or --type base-url instead.



Questions?

Have a problem you cannot solve?
Oracle APEX

Oracle ORDS

Schedule a call with me!

www.opal-consulting.de/contact

Q Opal Consulting wea Email / Website

Zum Tilmeshof 11 dietmar.aust@opal-consulting.de
50859 Koln www.opal-consulting.de

Germany






Optimistic Locking Support 5

ORDS implements out-of-the-box standards based optimistic
locking support.

The If-Match HTTP request header makes the request conditional. For GET and HEAD

methods, the server will send back the requested resource only if it matches one of the listed
ETags. For PUT and other non-safe methods, it will only upload the resource in this case.

This behavior is totally optional and the client has to ,request”
it.



Optimistic Locking Support

1. GET Request produces Etag for resource

macbook2018:~ daust$| curl
HTTP/1.1 200 OK
Server: Apache-Coyote/1l.1

ETag: "cBSgLWEXXB9KuQTj+Xtvx@gmONBDVVCKPNITZRE35mgXCoVX994XjbYNcKaSx6n2MMy82PCyqzIAdEPaLyI8
Uw==ll

Content-Type: application/json

Transfer-Encoding: chunked

Date: Mon, 17 Jun 2019 11:05:04 GMT

{"deptno":99,"dname" :"Accounting”," loc":"Cologne", " links": [{"rel":"collection","href":"http
s://localhost:8080/ords/ordstest/demo/departments/"},{"rel":"self","href":"https://localhos
t:8080/0rds/ordstest/demo/departments/99"},{"rel":"employees","href":"https://localhost:808

Lp/ords/ordstest/demo/departments/99/employees/"}]}macbook2018:~ daust$ }



Optimistic Locking Support

2. PUT Request sends Etag in If-Match Header
-X PUT "localhost:8080/ords/ordstest/demo/departments/99" \

-H 'If-Match: "cBSgLWEXXBOKuUQTj+Xtvx0gmONBDVVCK. ..zIAdEPaLyI8Uw=="
-H 'Content-Type: application/json’ \
-d "{"deptno”: 99, "dname":"Accounting”,"loc":"Cologne"}"

curl -1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Location: https://localhost:8080/ords/ordstest/demo/departments/99

ETag: "cBSgLWEXXBY9KuQTj+Xtvx@gmONBDVVCKPNnITZRE35mgXCoVX994XjbYNcKaSx6n2MMy82PCyqzIAdEPaLyI8
Uw==ll

Content-Type: application/json

Transfer-Encoding: chunked

Date: Mon, 17 Jun 2019 11:08:20 GMT

ORDS checks If-Match Header against current version (generates
Etag on the fly for the resource)




Optimistic Locking Support 54

* |f the resource was changed in the meantime, ORDS wiill
return an http error

412 Precondition Failed

* This is handled by ORDS only ... No coding is required by us



Optimistic Locking Support — Enforcing the If-Match Heade/®

begin
-- check whether precondition via if-match header 1s
-- satisfied, else return http code 428
-- https://tools.ietf.org/html/rfc6585#section-3
-- by default, if no if-match header 1s given, ORDS will accept the

-- PUT request unconditionally

if owa util.get cgi env( 'if-match' ) is null
then
-- return "428: precondition required” error

:status _code := 428;
:return_message := '{errorCode: 428, errorMessage: "Precondition Required"}';
else
update dept
set dname=:dname,
loc=:1loc
where deptno=to _number(:deptno);

-- 1internal forward to updated resource item
:forward location := :deptno;
:status _code := 200;
end if;
end;




OPEN API 2.0 documentation
(aka swagger)




Open API 2.0 (Swagger) Support 57

Provides automatic documentation of RESTful services based
on the Open API 2.0 (formerly swagger) specification

Use Cases

— Facilitate collaboration and early testing

— |Interactive Ul https://editor.swagger.io/ to explore AP

@ Swagger Editor.  File v Editv  Generate Server v Generate Client v

ortedby SMARTBEAR

1 swagger: '2.0'

2 - 1nfo:

3 description: 'This 1s a sample server Petstore
You can find out more about Swagger at [htt

ada eiffel

akka-scala elixir

://swagger.1o0]Chttp://swagger.10) or on [1rc
.freenode.net, #swagger]Chttp://swagger.10/1

android elm

ORDS 17.4




Open API 2.0 (Swagger) Support

How / Requirements
— Available out of the box

— Listing of all available RESTful services (and autorest enabled
objects)

— Original Metadata Catalog:
http://server:port/ords/<connection>/<schema-alias>/metadata-catalog

— Open APl 2.0 Metadata Catalog:
http://server:port/ords/<connection>/<schema-alias>/open-api-catalog/

ORDS 17.4




Open API 2.0 (Swagger) Support o

— Documentation for a module

http://server:port/ords/<connection>/<schema-alias>/open-

api-catalog/<module url path>/

{ "paths": {
"swagger": "2.0", "/parameters": {
"info": { "put": {
"title": "ORDS generated API for kscopel?", "description”: null,
"version": "1.0.0" "responses”: {
} "200": |

"description": "output of the endpoint”,
"schema": {

"type": "object"”,

"properties": {

"host": "localhost:8080",
"basePath": "/ords/ordstest/kscopel?",
"schemes": Array|1]|

llh_ttpll
1, }
"produces”: Array|1]| }
"application/json” }
1, },

ORDS 17.4



Open API 2.0 (Swagger) Support o

Pros / Cons

— Automatic documentation of RESTful services and autorest-objects
— Nice integration with APEX SQL Workshop

— Interactive Ul with swagger-ui and/or http://editor.swagger.io

— |tis a start ... but the support is limited
 (Cannot change version no
* Cannot add http return codes ... always 200
* No tags supported, only uses ,,default” tag

 To get the data types right, you will need to declare all parameters
explicitly

* On GET requests there is no model (columns and types) for the
resultset

ORDS 17.4
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