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Oracle	ORDS	
New	features	you	can't	ignore	

Dietmar	Aust	
Opal-Consulting,	Köln	

www.opal-consulting.de	



3	About	Dietmar.	

•  Dipl.-Inform.	Dietmar	Aust,	Freelance	Consultant	
•  Master's	Degree	in	Computer	Science	(MSCS)	

•  Building	Oracle	based	Web	Applications	since	1997	
•  Portal,	Forms,	Reports,	OWA	Toolkit,	now	APEX!	

•  1997-2000:	Consultant	at	Oracle	Germany	

•  Since	09/2000:	Freelance	Consultant,	Since	2006	–	APEX	only!	

•  Author	of	the	JasperReportsIntegration	toolkit	
•  http://www.opal-consulting.de/tools	

•  2015	Database	Developer	of	the	year	in	the	ORDS	category	



4	About	Dietmar	

•  Oracle	ACE	from	2012	–	2019	
•  http://dietmaraust.com/quitting-the-oracle-ace-program-
explained		

•  Contributing	to	the	Oracle	/	APEX	community	from	2006	...	
2050?	



5	Agenda	

Covering	new	features	from	17.4	to	19.1	
•  PreHook	
•  mod_plsql	migration	support	
•  REST	enabled	SQL	
•  Database	REST	API	
•  Smaller	features	
•  Changed,	deprecated	and	removed	



6	Version	information	in	lower	left	corner	

•  When	was	that	new	feature	introduced?	



7	

 
 

PreHook	



8	PreHook	

A	PreHook	implements	a	pl/sql	handler	BEFORE	a	RESTful	call	
is	processed	
	
Authenticating	users	(first	party	authentication)	had	challenges	
previously:		
•  Had	to	be	done	at	the	application	server	level	

–  too	complicated	for	many	developers	
–  different	implementation	for	each	application	server	
(Tomcat	/	Weblogic	/	Glassfish)	

ORDS	18.3	



9	PreHook	

Major	Use	Cases:	
•  Set	up	user/roles	with	pl/sql	and	not	in	the	application	server	

–  APEX	authentication	schemes	are	easy	to	implement	with	pl/sql	
•  Implement	VPD	requirements	for	RESTful	handlers	

–  Collection	and	collection	item	queries	without	vpd	context	=>	
empty	result	set	

•  Autorest	enabled	objects	can	access	the	user	identity	
(:current_user)	in	a	trigger	

ORDS	18.3	



10	PreHook	

1.  Configuration	in	ORDS	/	defaults.xml:	

– Defined	on	connection	pool	level	for	all	REST	enabled	schemas	
in	that	database	

2.  Create	plsql	function	

–  Must	be	executable	by	all	REST	enabled	schemas	or	globally	
–  Exception	Handler	is	REALLY	IMPORTANT	
–  May	affect	performance,	is	called	before	EVERY	request.	

ORDS	18.3	

�<entry	key="procedure.rest.preHook">myPLSQLFunction</entry>	
	
	

�FUNCTION	ords_prehook	RETURN	BOOLEAN	



11	PreHook	-	Flow	of	events	

Oracle 
REST 
Data 

Services 

ORDS	Runs	in	WLS,	
Tomcat	container	

Oracle	DB	
5.	DB	returns	JDBC	Results	

6.	Return	JSON	/	CSV	

1.	/ords/<RESTful	URI>	

2.	Call	preHook()	

3.	Return	(yes/no),	
headers	X-ORDS-USER	
X-ORDS-USER_ROLES	

4.	Call	RESTful	service()	

ORDS	18.3	



12	

ORDS	18.3	



13	PreHook	-	Flow	of	events	

Oracle 
REST 
Data 

Services 

ORDS	Runs	in	WLS,	
Tomcat	container	

Oracle	DB	
5.	DB	returns	JDBC	Results	

6.	Return	JSON	/	CSV	

1.	/ords/<RESTful	URI>	

2.	Call	preHook()	

3.	Return	(yes/no),	
headers	X-ORDS-USER	
X-ORDS-USER_ROLES	

4.	Call	RESTful	service()	

Uses	IDENTICAL	session	
from	connection	pool	

ORDS	18.3	

⇒ Detect	the	call	context		
⇒ 	parsing	schema,		
⇒ URI,	http	headers,	basic	auth,		...	



14	PreHook	–	Detecting	the	call	context	

http://localhost:8080/ords/rest/ordstest/opal/nf/v1/user-info?x=1	

ORDS	18.3	



15	PreHook	–	Different	Handlers	per	Schema	

•  Implementing	different	handlers	per	REST	enabled	schema?	
1.  Use	different	connection	pools	and	URLs	for	each	REST	

enabled	schema	
2.  Different	PL/SQL	functions	per	ORDS	enabled	schema	

•  Globally	executable	prehook	function	with	public	synonym	
•  Different	local	function	(with	identical	name)	in	each	schema	
leveraging	Oracle	name	resolution	

3.  Single	global	function	with	different	code	based	on	call	
context	(parsing	schema,	module,	etc.)		

ORDS	18.3	



16	PreHook	–	Integration	with	Active	Directory	

•  Leveraging	SSO	Header	integration	with	Active	Directory	
–  https://www.edocr.com/v/lv1rvxvx/nielsdebruijn/Single-Sign-
On-for-Oracle-Application-Express-APEX		

•  Basic	Idea:	Connect	Web	Server	/	
Application	Server	to	Active	Directory	
and	set	http	header	variable	
SSO_USER	

ORDS	18.3	



17	PreHook	–	Integration	with	Active	Directory	

•  Implementation	in	PreHook	
– works	across	application	servers!	

create	or	replace	function	ords_prehook	return	boolean	
is	
begin	
		owa_util.status_line(200,	'OK',	FALSE);	
		htp.prn('X-ORDS-HOOK-USER:	'	||	owa_util.get_cgi_env(	'SSO_USER'	)	);						
		
		return	true;	
	
EXCEPTION	
		WHEN	OTHERS	THEN	
				--	THIS	IS	IMPORTANT	!!!	Else	ORDS	might	not	return	once	an	error	occured.		
				RETURN	false;	
END;	
	

ORDS	18.3	
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mod_plsql	Migration	Support	



19	mod_plsql	Desupport	

•  Deprecated	since	Oracle	HTTP	Server	(OHS)	12.1.3	
•  Removed	in	Oracle	HTTP	Server	12c	version	12.2.1	



20	mod_plsql	Migration	Support	

•  New	features	added	to	Oracle	ORDS	to	ease	1:1	migration	
from	mod_plsql	

•  Up	until	17.4		
–  some	features	were	not	supported	(mainly	authentication	
choices),		

–  some	had	to	be	rewritten	(e.g.	file	upload)	



21	HTTP	Basic	authentication	with	DB	user/pwd	

Using	database	accounts	(username	/	password)	to	
authenticate	PL/SQL	gateway	calls.	
In	mod_plsql	the	username/pwd	was	empty	
	
	
	
	
/plsql/logmeoff	to	deauthenticate	
	

ORDS	18.1	



22	HTTP	Basic	authentication	with	DB	user/pwd	

Setup	in	ORDS	
1.  Create	a	dummy	user	which	has	no	execute	privileges	on	

anything	(or	use	APEX_PUBLIC_USER	for	example)	
2.  Create	a	plsql	connection	pool	with	this	user	
3.  Define	jdbc.auth.enabled	in	plsql	connection	pool	

	
	
	
	
	
	

	
ORDS	18.1	

<properties>	
		<comment>Saved	on	Fri	Apr	12	10:52:47	CEST	2019</comment>	
		<entry	key="db.password">@058A4EE0DA652E95D5BCA4A0B55895AF3B</entry>	
		<entry	key="db.servicename">XE</entry>	
		<entry	key="db.username">APEX_PUBLIC_USER</entry>	
		<entry	key="jdbc.auth.enabled">true</entry>	
</properties>	



23	HTTP	Basic	authentication	with	DB	user/pwd	

•  When	calling	a	public	procedure	
–  http://vm1/ords/basic_dyn_auth/apex_login		
–  It	will	just	proceed	and	you	will	not	be	prompted	

•  Calling	a	private	procedure	will	trigger	the	
challenge	
–  http://vm1/ords/basic_dyn_auth/
opal_demo_ords.user_info		

–  Then	enter	db	user	/	pwd	for	the	session	

ORDS	18.1	



24	HTTP	Basic	authentication	with	DB	user/pwd	

Important	Constraints	
•  User	MUST	NOT	be	REST-enabled	
•  User	MUST	NOT	have	execute	privileges	on	the	target	
procedure	

Restrictions	
•  Logout	(/pls/logmeoff)	is	not	supported,	browser	must	
be	closed		

•  An	additional	roundtrip	for	login	required	(connection	pool	
cannot	be	used),	might	affect	initial	performance	

	
	ORDS	18.1	



25	Custom	Authentication	

Custom	authentication	was	used	in	mod_plsql	applications	to	
authenticate	users	dynamically	against	user	tables	
•  Can	use	basic	authentication	or	login	form	
•  The	authorize()	function	is	called	for	every	request	
Implementation	in	ORDS	
•  Add	setting	to	connection	pool	
	

ORDS	18.3	

�<entry	key="security.requestAuthenticationFunction">	
			custom_auth_authorize_simple</entry>	
	
	



26	PL/SQL	Gateway	support	for	custom	authentication	

ORDS	18.3	



27	Per	Request	validation	

Caching	of	the	request	validation	function	can	be	
disabled.	The	function	limits	which	public	
procedures	can	be	called.	
	
	

–  By	default	the	function	result	is	cached	
(assumption:	list	of	allowed	procs	is	fixed)	

–  Provide	means	to	disable	caching	of	PL/SQL	
Gateway	procedure	validation	

•  Customers	use	IP	Addresses,	User	info	and	
headers	to	authorize	each	request	

<entry	key="security.requestValidationFunction">	
				wwv_flow_epg_include_modules.authorize</entry>	

<entry	key="security.maxEntries">0</entry>	

ORDS	18.3	
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REST	enabled	SQL	



29	REST	enabled	SQL	

REST	enabled	SQL	provides	access	to	the	SQL	engine	via	HTTPS	
	
Use	Cases		

–  Run	sql	statements	on	the	cloud	via	https	(no	sqlnet	/	jdbc	
access)	

–  Alternative	to	JDBC	/	ODBC	connectivity	and/or	database	links	
–  „Three-tier“	APEX	applications	where	the	data	tables	/	
procedures	don‘t	have	to	reside	in	APEX	DB.	

ORDS	17.4	



30	REST	enabled	SQL	–	mechanics	

Http	POST	the	statement(s)	and	get	
the	result	in	JSON	

ORDS	17.4	



31	REST	enabled	SQL	–	mechanics	

ORDS	17.4	



32	REST	enabled	SQL	–	Setup	in	ORDS	

1.  Add	entry	to	connection	pool	

2.  (optional)	Limit	max	number	of	rows	(default:	500)	

3.  REST	enable	all	accessible	schemas	
4.  Access	schemas	with	URL:	
https://server:port/ords/<schema_alias>/_/sql	

<entry	key="restEnabledSql.active">true</entry>	

<entry	key="misc.pagination.maxRows">1500</entry>	

ORDS	17.4	



33	REST	enabled	SQL	-	Authentication	

•  First	party	authentication	
– ORDS	credentials	file,	grant	role	„SQL	Developer“	

–  Authentication	in	Appserver,	grant	role	„SQL	Developer“	
–  =>	access	to	ALL	REST	enabled	schemas	

•  OAuth	2	Client	Credentials	
– Grant	role	„SQL	Developer“	

•  Schema	authentication	(user/password	for	DB	schema)	
–  Role	„SQL	Developer“	will	be	assigned	automatically	

ORDS	17.4	

java	–jar	ords.war	user	SQLDEV	"SQL	Developer"		
	
	



34	REST	enabled	SQL	–	Getting	Started	

•  Documentation:		
–  https://docs.oracle.com/en/database/oracle/oracle-rest-data-
services/18.4/aelig/rest-enabled-sql-service.html	

•  Commands:	SQL,	PL/SQL,	SQLPlus,	SQLcl	commands	
–  https://docs.oracle.com/en/database/oracle/oracle-rest-data-
services/18.4/aelig/rest-enabled-sql-service.html#GUID-
AE7F4291-02B1-4608-B5B2-F783A15D8AEB		

– No	commands	to	access	host	or	network	

ORDS	17.4	



35	REST	enabled	SQL	

Sample	application	by	
Kris	Rice	
•  http://krisrice.io/
2017-09-14-demo-
app-for-rest-enabled-
sql/		

•  https://github.com/
oracle/oracle-db-
tools/tree/master/
ords/rest-sql		

ORDS	17.4	
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Database REST API 



37	Database	REST	API	

RESTful	API	for	administering	the	Oracle	Database.		
Supports	versions	11gR2	through	19c.	
	
Use	Cases	
•  Yet	another	interface	for	managing	your	environments	and	
automating	things	in	a	DevOps	world	using	cURL,	REST,	and	
JSON	

ORDS	19.1	



38	Database	REST	API	

Currently	mostly	GETs	
POST	/	DELETE	only	for		

–  Creating	datapump	
jobs	

–  Pluggable	DB	lifecycle	
management	

–  Fleet	patching	

ORDS	19.1	



39	Database	REST	API	–	Setup	in	database	

1.  Create	DBA	user	

2.  REST	enable	DBA	user	

	

create	user	dbadmin	...;	
			
grant	dba	to	dbadmin;	
	
grant	PDB_DBA	to	dbadmin;	--	for	>=	12c	

ORDS_ADMIN.ENABLE_SCHEMA(p_schema														=>	'DBADMIN',	
																									p_url_mapping_pattern	=>	'dbadmin');	

ORDS	19.1	



40	Database	REST	API	–	Setup	in	ORDS	

1.  Add	entry	to	connection	pool	

2.  (optional)	Enable	database	authentication	if	using	DB	
Schema	authentication	(username	/	pwd)	

or	

	

<entry	key="database.api.enabled">true</entry>	

<entry	key="jdbc.auth.enabled">true</entry>	

<entry	key="restEnabledSql.active">true</entry>	

ORDS	19.1	



41	Database	REST	API	-	Authentication	

•  First	party	authentication	
– ORDS	credentials	file,	grant	role	„SQL	Administrator“	

–  Authentication	in	Appserver,	grant	role	„SQL	Administrator“	
•  OAuth	2	Client	Credentials	
•  Schema	authentication	(user/password	for	DB	schema)	

–  Role	„SQL	Administrator“	will	be	assigned	automatically	

java	–jar	ords.war	user	DBADMIN	"SQL	Administrator"		
	
	

ORDS	19.1	



42	Database	REST	API	–	URLs	

Base	URL	for	the	API	(e.g.	sample	dba	user	dbadmin)	
–  https://server:port/ords/dbadmin/_/db-api/19.1.0/	
or		
–  https://server:port/ords/dbadmin/_/db-api/latest/	

Use	query	filter	in	URL	
–  https://server:port/ords/dbadmin/_/db-api/latest/database/

objects/indexes/?q={"$eq":{"table_owner":"MDSYS"}}		
	

ORDS	19.1	



43	Database	REST	API	–	Documentation	

Open	API	3.0	documentation	
•  https://server:port/ords/dbadmin/
_/db-api/latest/metadata-catalog/
openapi.json			

•  Copy	/	paste	to	
https://editor.swagger.io/		

ORDS	19.1	



44	Database	REST	API	–	Getting	Started	

•  Jeff	Smith	
–  https://www.thatjeffsmith.com/archive/2019/04/introducing-
the-database-management-rest-api-for-your-oracle-database/		

•  Oracle	Documentation	

ORDS	19.1	
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Smaller Features 



46	Internal	Http-Header	Name	Change	

Header	Name	Change,	X-APEX*	Headers	deprecated	
–  Internal	headers	not	visible	to	the	client	...	just	between	
database	and	midtier	

– Moving	forward,	ORDS	supports	Oracle	RDBMS	independent	
of	APEX	installation	

Implementation	
–  X-APEX-STATUS-CODE		=>	X-ORDS-STATUS-CODE	
–  X-APEX-FORWARD						=>	X-ORDS-FORWARD	

ORDS	18.3	



47	New	implicit	variables	

New	implicit	variables	have	been	added	to	simplify	coding	of	
RESTful	handlers.		

–  Variables		
:status_code						=>	Header	X-ORDS-STATUS-CODE	
:forward_location	=>	Header	X-ORDS-FORWARD	
:body_text								=>	implicit	CLOB	like	:body	

ORDS	18.3	



48	New	implicit	variables	

ORDS	18.3	



49	New	implicit	variables	

In	a	POST	handler	you	could	access	the	body	of	the	post	as	a	
BLOB	
	
	
	

ORDS	18.3	



50	New	implicit	variables	

Getting	started	
–  https://docs.oracle.com/en/database/oracle/oracle-rest-data-
services/18.4/aelig/implicit-parameters.html	

–  https://www.thatjeffsmith.com/archive/2018/10/x-ords-
forward-ords-response-forward-to-another-resource/		

ORDS	18.3	



51	Dispatch	PL/SQL	Gateway	calls	via	ORDS_PUBLIC_USER		

BUG:29197220	-	Dispatch	PL/SQL	Gateway	calls	via	
ORDS_PUBLIC_USER	to	minimize	number	of	pools	required	
	

ORDS	19.2		
(safe-harbor)	

Previously:	separate	pools	
–  apex_public_user	
–  apex_listener	
–  apex_rest_public_user	
–  ords_public_user	

>=	19.2	(presumably):	unified	pool	
–  ords_public_user	

	
Transparent	proxy	connect	to	
apex_public_user	



52	Dispatch	PL/SQL	Gateway	calls	via	ORDS_PUBLIC_USER		

Setup	in	ORDS	
1.  Add	to	connection	pool	(apex_pu.xml)	or	defaults.xml	

2.  Delete	all	connection	pools	but	apex_pu.xml	(>=	19.2	the	
wizards	will	change	and	not	create	the	other	pools	any	
more)	

<entry	key="plsql.gateway.enabled">true</entry>	

ORDS	19.2		
(safe-harbor)	



53	

 
 

Changes 



54	JDK	Runtime	Requirement	

•  Runtime	environment	
–  Java	8	(JDK)	is	a	requirement	(>=	ORDS	17.4)	
–  Java	9	(JDK)	is	supported	(>=	ORDS	18.1)	

•  Supported	for	all	Java	9	certified	AppServers	



55	Deprecated	Features	

•  17.4	
–  Deprecation	of	Glassfish	Support	

•  18.1	
–  Removal	of	NoSQL	support	
–  Parameter	apex.docTable	deprecated	

•  =>	instead	use	owa.docTable	

•  Empty	columns	fixed	in	19.1	



56	Deprecated	Features	

•  18.4	
– Deprecation	of	Apache	FOP	PDF	Support	

• Will	be	removed	in	19.2.0	
•  Future	versions	of	Oracle	Application	Express	will	move	to	a	
new	mechanism	to	generate	PDF	resources.	



57	Deprecated	Features	

•  18.4	
– Deprecation	of	URI	Template	Syntax	for	ORDS	Based	REST	
Services		(e.g	/employees/{p_empno})	

• Will	be	removed	in	19.4.0	
•  =>	use	more	expressive	newer	syntax:		
•  (e.g	/employees/:p_empno)	
•  https://docs.oracle.com/en/database/oracle/oracle-rest-data-
services/18.3/ordjv/doc-files/route-patterns.html		



58	Deprecated	Features	

•  18.4	
– Deprecation	of	Regular	Expression	based	URL	Mappings	

• Will	be	removed	in	19.4.0	
•  Support	for	defining	URL	mappings	using	using	regular	
expressions	is	deprecated:	

•  Use	--type	base-path	or	--type	base-url	instead.		
java	-jar	ords.war	map-url	--type	regex		



59	Questions? 

Opal Consulting 
Zum Tilmeshof 11 
50859 Köln 
Germany 

Email / Website 
dietmar.aust@opal-consulting.de 
www.opal-consulting.de 

Have	a	problem	you	cannot	solve?		
Oracle	APEX	
Oracle	ORDS	

	
Schedule	a	call	with	me!	

	
www.opal-consulting.de/contact		



60	

 
 

Backup 



61	Optimistic	Locking	Support	

ORDS	implements	out-of-the-box	standards	based	optimistic	
locking	support.		
	
	
	
This	behavior	is	totally	optional	and	the	client	has	to	„request“	
it.		
	



62	Optimistic	Locking	Support	

1.  GET	Request	produces	Etag	for	resource	

	
	



63	Optimistic	Locking	Support	

2.  PUT	Request	sends	Etag	in	If-Match	Header	

ORDS	checks	If-Match	Header	against	current	version	(generates	
Etag	on	the	fly	for	the	resource)	

curl	-i	-X	PUT	"localhost:8080/ords/ordstest/demo/departments/99"	\	
								-H	'If-Match:	"cBSgLwEXxB9KuQTj+Xtvx0gmONBDvVCK...zIAdEPaLyI8Uw=="'	\	
								-H	'Content-Type:	application/json'	\	
								-d	'{"deptno":	99,	"dname":"Accounting","loc":"Cologne"}'		



64	Optimistic	Locking	Support	

•  If	the	resource	was	changed	in	the	meantime,	ORDS	will	
return	an	http	error	

•  This	is	handled	by	ORDS	only	...	No	coding	is	required	by	us	

	



65	Optimistic	Locking	Support	–	Enforcing	the	If-Match	Header	



66	

 
 

OPEN	API	2.0	documentation		
(aka	swagger)	

	



67	Open	API	2.0	(Swagger)	Support	

Provides	automatic	documentation	of	RESTful	services	based	
on	the	Open	API	2.0	(formerly	swagger)	specification	
	
Use	Cases	

–  Facilitate	collaboration	and	early	testing	
–  Interactive	UI	https://editor.swagger.io/	to	explore	API	

ORDS	17.4	



68	Open	API	2.0	(Swagger)	Support	

How	/	Requirements	
–  Available	out	of	the	box	
–  Listing	of	all	available	RESTful	services	(and	autorest	enabled	
objects)	

– Original	Metadata	Catalog:	
http://server:port/ords/<connection>/<schema-alias>/metadata-catalog/	

– Open	API	2.0	Metadata	Catalog:	
http://server:port/ords/<connection>/<schema-alias>/open-api-catalog/		

ORDS	17.4	



69	Open	API	2.0	(Swagger)	Support	

– Documentation	for	a	module	
http://server:port/ords/<connection>/<schema-alias>/open-
api-catalog/<module_url_path>/		
	
	
	
	
	
	
	
	

ORDS	17.4	



70	Open	API	2.0	(Swagger)	Support	

Pros	/	Cons	
–  Automatic	documentation	of	RESTful	services	and	autorest-objects	
–  Nice	integration	with	APEX	SQL	Workshop	
–  Interactive	UI	with	swagger-ui	and/or	http://editor.swagger.io		
–  It	is	a	start	...	but	the	support	is	limited	

•  Cannot	change	version	no	
•  Cannot	add	http	return	codes	...	always	200	
•  No	tags	supported,	only	uses	„default“	tag	
•  To	get	the	data	types	right,	you	will	need	to	declare	all	parameters	

explicitly	
•  On	GET	requests	there	is	no	model	(columns	and	types)	for	the	

resultset	

ORDS	17.4	
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